Abstract. With hundreds of millions of users worldwide, social networks provide incredible opportunities for social connection, learning, political and social change, and individual entertainment and enhancement in a wide variety of forms. In light of these notable outcomes, understanding information diffusion over online social networks is a critical research goal. Because many social interactions currently take place in online networks, we now have have access to unprecedented amounts of information about social interaction. Prior to the advent of such online networks, investigations about social behavior required resource-intensive activities such as random trials, surveys, and manual data collection to gather even small data sets. Now, massive amounts of information about social networks and social interactions are recorded. This wealth of data can allow us to study social interactions on a scale and at a level of detail that has never before been possible.
Introduction
Internet technologies and online social networks are changing the nature of social interactions. There exist incredible opportunities for learning, social connection, and individual entertainment and enhancement in a wide variety of forms. People now have ready access to almost inconceivably vast information repositories that are increasingly portable, accessible, and interactive in both delivery and formation. Basic human activities have changed as a result, and new possibilities have emerged. For instance, the process by which people locate, organize, and coordinate groups of individuals with shared interests, the number and nature of information and news sources available, and the ability to solicit and share opinions and ideas across myriad topics have all undergone dramatic change as a result of interconnected digital media. Indeed, recent evidence indicates that 45% of users in the U.S. say that the Internet played a crucial or important role in at least one major decision in their lives in the last two years, such as attaining additional career training, helping themselves or someone else with a major illness or medical condition, or making a major investment or financial decision [HR06] . The significant role of online social networks in human interactions motivates our goals of generating a greater understanding of social interactions in online networks through data analysis, the development of reliable models that can predict outcomes of social processes, and ultimately the creation of applications that can shape the outcome of these processes.
This work centers on social processes related to the diffusion of information and opinions in online social networks. We are interested in questions relating to how a single news item or idea propagates through a social network. We also note that such "information campaigns" do not exist in isolation. So while it is important to understand the dynamics of individual campaigns, we also study the interplay of the many information diffusion processes that take place simultaneously in a network and the relative importance of different information topics or trends over multiple geographical and temporal resolutions.
Diffusion of Information and Opinions.
Given the notable outcomes and the potential applications of information diffusion over online social networks, it is an important research goal to increase our understanding of information diffusion processes. It is also desirable to understand how these processes can be modified to achieve desired objectives. We describe and refine models of information diffusion for online social networks based on analysis of real-world data sets. The scalable, flexible identification of influential users or opinion leaders for specific topics is crucial to ensuring that information reliably reaches a large audience, and so we propose to develop algorithms for finding influential users in this data-driven framework. It is equally important to identify techniques that can slow or prevent the spread of misinformation, and we create models and algorithms to address this question. We are also interested in the processes by which a social group forms opinions about an idea or product. We create models that accurately capture the opinion formation process in online social networks and develop scalable algorithms and techniques for external intervention that can alter those opinions.
Information Trend Analysis. In light of an online environment where there is an increasing number of sources of information, understanding information trends is critical. For example, data showing that there is sustained and substantial interest in a particular political issue locally, but not regionally, nationally, or internationally, can signal opportunities for political organization around that topic, political party proclivities in a geographic area, or even where best to focus fund-raising efforts. The relative trendiness of a message or topic, such as when interest in it suddenly spikes, can be more important than the overall popularity of a topic. Finally, underlying trends that illustrate relationships among entities can be used to highlight information that is otherwise obscure. For example, strangers independently confirming the importance of a certain piece of information (such as a user's feedback rating on eBay) are better indicators of its veracity than are a tightly-connected cluster of information sources reporting the same information in common. Trending tools can thus help to discern these and other distinctions. We are interested in developing tools to discover many types of trends at multiple spatio-temporal resolutions.
In the following sections, we detail our research questions, propose solution techniques, and highlight open problems for further investigation.
Information Diffusion
Social networks have already emerged as a significant medium for the widespread distribution of news and instructions in mass convergence events such as the 2008 U.S. Presidential Election [HP09] , the 2009 Presidential election in Iran [Gro09] , and emergencies like the landfall of Hurricanes Ike and Gustav in the fall of 2008 [HP09] . Due to the open nature of social networks, it is not only possible to spread factual information, but also to create misinformation campaigns that can discourage or disrupt correct response in these situations. For instance, Twitter has served as forum for spreading both useful information and false rumors about the H1N1 pandemic which altered users' attitudes about the safety and efficacy of the flu vaccine [Far09] .
Given the notable outcomes and the potential applications of information diffusion over online social networks, it is an important research goal to increase our understanding of information diffusion processes and to study how these processes can be modified to achieve desired objectives. We have developed preliminary models of information and opinion diffusion for online social networks. First, we address the question of how to formalize a loosely specified model of social diffusion based on data analysis in order to adapt this model to social interactions in the blogosphere. We then consider the problem of limiting the reach of an information campaign and highlight preliminary results and proposed extensions.
Influence Maximization: The Law of the Few
The identification of influential users or opinion leaders in a social network is a problem that has received a significant amount of attention in recent research [KKT03, CYY09, LKG + 07, KSNM09, WCSX10] . Informally, we define an information campaign as the process by which a news item or idea spreads from the initiators of the campaign, i.e. the users who first learn the news, throughout the social network. This initial set of users is denoted by the set A, and the set of users who eventually receive this news is the influence set of A, denoted IF (A). In the influence maximization problem, given a model of how information diffuses in a social network, the objective is to select a set of users A of size k who are to be the initial recipients of the information (through some offline means), so that the size of IF (A) is maximized [DR01, RD02] .
With an efficient, robust solution to this problem, it would be possible to ensure the widespread dissemination of important information in a social network. Early works relied on heuristics such as node degree and distance centrality [WF94] to select the set A. More recently, several investigators have considered probabilistic models of information diffusion such as the Independent Cascade [GLM01] and Linear Threshold [Gra78] . The problem of finding the optimal initiator set in this model is NP-hard, but there is a polynomial-time greedy algorithm that yields a result that is within 1 − 1/e of optimal [KKT03] . Work has been done on improving the performance of greedy algorithms for influence maximization [CYY09, LKG + 07, KSNM09, WCSX10] , but the scalability of these algorithms, in the context of social networks spanning millions of users, remains a significant challenge.
We summarize our recent work [BAEA10] on the influential users problem using a different model of diffusion based on the theories introduced in the popular book "The Tipping Point" by Malcolm Gladwell [Gla02] . The main idea of "The Tipping Point" is the crucial roles of three types of "fascinating" people that the author calls mavens, connectors and salesmen on the effectiveness of an information campaign. These people are claimed to "play a critical role in the word-of-mouth epidemics that dictate our tastes, trends and fashions". We study those three types of people or actors and a fourth type of interesting actor that we call a translator.
The first type of actor introduced by Gladwell is the connector. In terms of a social network graph, we define a connector to be a node that has high degree centrality. The second type of important actor in information propagation is the maven. The word "maven" comes from Yiddish and means one who accumulates knowledge. Gladwell lists three important characteristics for mavens: 1) they seek new knowledge, 2) they share the knowledge they acquire with others and 3) an individual hearing something from a maven is very likely to believe the correctness and importance of this piece of information. Translating those features into graph theory, we define mavens to be nodes that start a large number of cascades (they are the original source of new information) and have high influence on their neighbors. The third kind of actor that Gladwell introduces is the salesman, a person with high charisma who can sell ideas to almost anyone since he never gives up. We define a salesman to be a node that has a large number of trials to activate its neighbors for cascades that the node itself is a part of. We also study another class of actors referred to as translators. These actors act as bridges or translators among different communities and therefore have the power of changing the context in which to present an idea. In order to identify the translators in the blogosphere, first we need to detect the communities. Different from many community detection research [Cla05, PSL90, New03, New06, GL08, BGMI05, ZWZ07, Gre07], we define communities based on the existence of flow of influence between nodes rather than relying solely on the structure of the graph. Using this definition, we detect overlapping communities using the algorithm presented in [BGMI05] and define translators as the nodes that belong to the most number of communities.
Weblogs have become a predominant way of sharing data online. The blogosphere has considerable influence on how people make decisions in areas such as politics or technology [AG05] . We used the August-October 2008 Memetracker data that contains timestamped phrase and link information for news media articles and blog posts from different blogs and news websites. The data set consists of 53,744,349 posts and 2,115,449 sources of information (blogs, news media and sources that reside outside the blogosphere) and 744,189 cascades. Using the methods formalized above, we identify the mavens, salesmen, connectors and translators of the blogosphere and study their effect on the success of cascades. Our initial results are quite promising in that they indicate that algorithms for finding the best method of reaching out to certain actors, rather than the entire network, can be a good heuristic to impact influence in social networks. The types of actors identified can also be used to augment the current models of diffusion to capture real world behavior. As part of future work, we also plan to augment our analysis on the intermediaries to investigate if there exists an optimal timing to reach out to a connector, maven, salesman or translator. Are these actors more useful if they adopt and advocate a cascade early or later on? We analyzed the blogosphere data to investigate the validity of the heuristics introduced but the same heuristics can indeed be evaluated on other social networks. We believe that different social networks provide different types of interactions, which means that certain actors, while not so significant in some networks, can be highly influential in others.
Limiting Diffusion of Misinformation
While a substantial amount of research has been done in the context of influence maximization, a problem that has not received much attention is that of limiting the influence of a malicious or incorrect information campaign. One strategy to deal with a misinformation campaign is to limit the number of users who are willing to accept and spread this misinformation. In this section, we present preliminary work on techniques to limit the number of users who participate in an information campaign. We call this problem the influence limitation problem.
In this context, we consider the social network as an edge-weighted graph. The nodes represent users of the network and edges represent a relationship between these users. Edges can be undirected, indicating that the relationship is symmetric (users are friends with each other), or they can be directed, indicating one-way communication such as a publisher/subscriber relationship (follower relationship in Twitter). We use edge weights to quantify the "influence" that one node has upon another node; the weight of edge e i,j is an indicator of the likelihood that node j will agree with and pass on information it receives from node i. Nodes that have adopted the idea or information are called active and those that have not are inactive.
We consider two different information diffusion models, both similar to the Independent Cascade Model (ICM). In ICM, the information diffusion process takes place in discrete rounds. When node i is first activated in round r, it tries to activate each inactive neighbor j; it succeeds with probability p ( i, j). Whether or not it succeeds, node i does not try to activate anyone in subsequent rounds. In order to capture simultaneous spread of two cascades (the initial misinformation campaign and the limiting campaign), we introduced two extensions to ICM called the Multi-Campaign Independent Cascade Model (MCICM) and Campaign-Oblivious Independent Cascade Model (COICM) [BAEA11a] . We omit the details of these models due to space limitations but note that they are similar to a number of other models in literature [BKS07, DGM06, CNWvZ07, KOW08] .
Our objective is to minimize the number of people affected by the misinformation campaign by "vaccinating" users through a limiting campaign. Let the campaign that is to be minimized be campaign C and the initial set of nodes activated in campaign C be A C . The limiting campaign is called campaign L and the initial activation set is A L . For simplicity, we assume that a user can be active in only one campaign, i.e., once the user has decided on a side, he will not change his mind. Given a network and a diffusion model, suppose that a campaign that is spreading bad information is detected r rounds after it began. Given a budget l, select l individuals for initial activation with the competing information such that the expected number of nodes eventually activated in campaign C is minimized. Let IF (A C ) denote the influence set of campaign C without the presence of campaign L, i.e the set of nodes that would accept campaign C if there were no limiting campaign. We define the function π(A L ) to be the size of the subset of IF (A C ) that campaign L prevents from adopting campaign C. Then, the influence limitation problem is equivalent to selecting A L such that the expectation of π(A L ) is maximized. We now outline a potential solution to a simplified version of this problem. We assume that there is only a single source of information for campaign C, meaning |A C | = 1 and that information diffusion follows the MultiCampaign Independent Cascade Model. Finally, we assume that L is accepted by users with probability 1 (it may be much easier to convince a user of the truth than a falsehood). We refer to this notion as high-effectiveness property. In a recent study [BAEA11a] , we have shown that π(A L ) is a monotone, sub-modular function for this setting. We have also proved the same result in the context of Campaign-Oblivious Independent Cascade Model, even without the higheffectiveness property. Therefore, for both diffusion models, the greedy algorithm given in Figure 1 yields an A L for which π(A L ) is within 1 − 1/e of optimal [BAEA11a] .
Opinion Dynamics
Another process that is of interest in social networks research is the process by which a group of individuals in a social network form an opinion about a piece of information or an idea and how interpersonal influence affects the opinion formation process. This process is known as opinion dynamics. While this process shares some similarities with the diffusion of an information campaign, it differs in the main respect that the individual opinions evolve over time, continuously changing in response to interactions with other individuals and possibly external inputs.
Research on opinion formation in social groups predates the advent of online social networks by decades, and several formal mathematical models of the opinion formation process have been proposed [Fre56, DeG74, Leh75, FJ99, HK02]. These early works are based on the assumption that all individuals interact with all friends simultaneously in a synchronized fashion. In online social networks, however, individuals are spread out across space and time and they interact with different communities and friends at different times and with different frequencies. We investigate how these previously proposed models of opinion dynamics can be augmented to incorporate the asynchronous nature of social interactions that arise in online social networks.
We first briefly review the general opinion dynamics model. The social network is modeled as a graph G = (V, E) where the vertices represent users or agents, with |V | = n, and the edges represent relationships between users, with |E| = m. The graph may be directed or undirected. A directed graph is used to model networks where relationships are not symmetric, for example, the follower relationship in Twitter. An undirected graph models a network with symmetric relationships such as the friend relationship in Facebook. We say that agent i is a neighbor of agent j if (i, j) ∈ E. Each individual i has an initial opinion x i (0). The opinion is assumed to be a real number, for example a numerical representation of the individual's support for an issue. The agreement process takes place in discrete rounds. In each round, each individual updates his opinion based on information exchanged along edges in the network graph, taking a weighted average of his own opinion and the opinions of his neighbors. Let w ij be the weight that agent i places on the opinion of agent j with the normalization requirement that n j=1 w ij = 1. In each round, individual i updates his opinion as follows:
where w ij > 0 only if (i, j) ∈ E. We note that this formulation admits the possibility that w ij = 0 even if (i, j) ∈ E, meaning i does not place any weight on the opinion of j even though they are neighbors in the network. The evolution of all of the opinions, called the opinion profile, is captured by the following recursion:
x(t))x(t). x(t) is the n-vector of opinions at round t, and W (t, x(t))
is an n × n matrix that gives the edge weights, the interpersonal influence, for round t. This general model allows for the possibility that these edge weights may change over time and may depend on the current opinion profile.
In the following sections, we restrict our discussion to the classical model of opinion dynamics that was proposed by De Groot [DeG74] and Lehrer [Leh75] , where the edge weights are assumed to remain constant throughout the opinion formation process. The process is given by the recursion
where W is an n × n matrix. Due to the simple form of this model, it is possible to analyze properties of the opinion formation process and predict the outcome by examining the W matrix. In particular, it can be shown that (1) Individuals reach agreement if and only if |λ 2 (W )| < 1, where λ 2 (W ) is the second largest eigenvalue of W by magnitude; (2) If |λ 2 (W )| < 1 and W is symmetric, the consensus value is the average of the initial opinions. If W is not symmetric, the consensus value is a weighted average of the initial opinions; and (3) If agreement will occur, the number of rounds required for individuals to be within of the consensus value is log / log(λ 2 (W )). We next describe several extensions to the classical opinion dynamics that capture the types of social interactions exhibited in online networks.
It has been observed that users interact frequently with only a small subset of their neighbors and that communication is infrequent along many edges
It is reasonable to expect that the frequency of interaction will have a large impact on the evolution of opinions in online social networks. To capture the notion of interaction frequency, we associate a (unique) probability of communication p ij with each edge (i, j) ∈ E. The value p ij is the probability that agents' i and j will communicate in each round. The evolution of the opinion profile with probabilistic interactions is given by the following recursion,
where δ ij (t) are independent Bernoulli random variables with δ ij (t) := 1 with probability p ij 0 with probability 1 − p ij .
This model has been adapted from the model for multi-agent consensus in stochastic networks [PBE10] . Each L ij is the weighted Laplacian matrix of the graph G ij = (V, {(i, j)}), the graph that contains the same n vertices as the original graph G and the single edge (i, j). When δ ij = 1, agents i and j exchange information just as they did in the classical model. When δ ij = 0, agents i and j do not communicate. In our recent work [PB10, PBE10], we have derived a matrix-valued, Lyapunovlike operator W(·) that describes the evolution of the covariance of the opinion profile in this stochastic model of opinion dynamics and we have provided analysis similar to the well-known results for classical opinion dynamics.
Information Trend Analysis
Social networks provide a large-scale information infrastructure for people to discuss and exchange ideas about variety of topics. Detecting trends of such topics is of significant interest for many reasons. For one, it can be used to detect emergent behavior in the network, for instance a sudden increase in the number of people talking about explosives or biological warfare. Information trends can also be viewed as a reflection of societal concerns or even as a consensus of collective decision making. Understanding how a community decides that a topic is trendy can help us better understand how ad-hoc communities are formed and how decisions are made in such communities. In general, constructing "useful" trend definitions and providing scalable solutions that detect such trends will contribute towards a better understanding of human interactions in the context of social media.
Before we study the problem of finding trendy topics in a social network, we first need to develop a clear definition of "trendiness". Assume users of a network can choose to (or not to) broadcast their opinions about various topics at any point in time. Assume further that we can abstract away what the topic is from what a user broadcasts. A simple definition of trendy topics can be the frequent items throughout the entire history of user broadcasts. The problem, defined this way, is simply to find the frequent items in a stream of data, also referred to as heavy hitters. The frequent elements problem is well studied and several scalable, online solutions have been proposed [CCFC02, CM05, MAE06, MM02, DLOM02] . While the heavy hitters view trend definition is compelling because of the existence of scalable algorithms, this simple definition overlooks various important aspects such as the spatio-temporal dimensions of human interaction and the network structure and its effect on the emergence of trends. In the following, we explore structural trend analysis as an example that depend on structural connections between the users who are broadcasting. Information trends at the granularity of spatio-temporal dimensions remains future work.
Assuming that information diffusion on a social network is a substantial part of the process that creates the information trends, properties that are defined in the context of the network structure are of significant interest. For example, consider a group of friends in a large social network like Facebook discussing an attack. Detecting this new interest of this specific group on "attacks" can be of great importance. Note that especially for cyber attacks, those people do not necessarily need to be in the same geographical region, and in some instances, this geographic information is not even available. In essence, a structural trend is a topic that is identified as "hot" within structural subgroups of the network. The challenges are to formally define the notions of a structural subgroup and to develop techniques to detect structural trends. As a starting point, we consider the problem of identifying the number of connected pairs of users in a social network that are discussing a specific topic. We refer to this as detecting correlated trends. Consider the two graphs in Figure 2 . The black nodes correspond to people that are talking about a specific topic and white nodes are people who are not talking about it. Even though both graphs have the same number of people talking about this topic, in the graph on the right, the people talking about the issue are a part of a more clustered subgraph, giving the topic a higher structural significance. The number of pairs of users talking about the topic in the graph on the left is 0 whereas the pair count is 3 for the graph on the right. The detection of structural trends is harder to solve than the traditional definition of trends since in the traditional setting a counter can be updated on each new data item without dependence on any future or past items. This is not the case for the correlated trends. Value addition of a tuple n i , T j to topic T j , where n i represents a node in the graph and T j is an arbitrary topic depends on other tuples involving T j and neighbors of n i . The detection of structural trends calls for new, graph-oriented solutions.
The exact solution for correlated trends that requires keeping track of all topics for all nodes is not scalable for large networks so we need to explore approximation algorithms. Here we describe possible solutions: (i) Use the activity level and degree of a node as a heuristic to limit the number of nodes monitored per topic; (ii) Only monitor those topics that are frequent in the traditional sense and for such topics find the order of their importance w.r.t. correlated trendiness; (iii) As demonstrated by Mislove et al. [MMG + 07] , there is a small subset of nodes in social networks without which the network would be a collection of many small disconnected subgraphs. This property can be exploited to partition the graph into smaller sub-graphs and apply the counting algorithms in parallel. Query processing requires periodically merging the counts from multiple sub-partitions with the counts from highly connected nodes. This approach is highly scalable in the MapReduce paradigm [DG08] .
Another solution we propose to evaluate involves a semi-streaming approximation algorithm. We essentially reduce the problem of evaluating the importance of each topic with respect to the correlated trendiness notion to a problem of counting local triangles in a graph, i.e. counting the number of triangles incident to every node n ∈ N in the graph. Consider a social network graph G = (N, E), a set of all topics T and stream of node-topic tuples S, where each tuple is in the form: n i , T j s.t. n i ∈ N and T j ∈ T . Let us create a graph G = (N , E ) s.t. N = N ∪ T and E = {(u, v)|(u, v) ∈ E ∧ (u, v) ∈ S}. The number of connected pairs of users in the social network G that are discussing a specific topic T j is simply the number of triangles incident to node T j in G . Using approximation algorithms based on the idea of min-wise independent permutations similar to [BBCG08] , we are able to provide a solution using O(|N |) space in main memory and performing O(log|N |) sequential passes over E . Note that the naive solution would need O(|N | · |T |) space in main memory.
Alternatively, we can define a structural trend be the other extreme, where we are interested in the number of unrelated people interested in a specific topic and in trends that results from these unrelated people. We call these uncorrelated trends. Going back to our example of two graphs in Figure 2 , for the graph on the left this count will be 3, whereas it will be only 1 for the graph on the right. This definition of trendiness can be used capture the notion of the trustworthiness of a trend. In this case trendiness of a topic will not be biased by a discussion amongst a small clustered group. We note that we have only considered two extremes of structural trends. Identifying alternative definitions of structural trends that will span the entire spectrum remains future work [BAEA11b] .
Concluding Remarks
Internet technologies and online social networks are changing the nature of social interactions and user behaviors. Recent evidence indicates that 45% of users in the U.S. state that the Internet played a crucial or important role in at least one major decision in their lives in the last two years, such as attaining additional career training, helping themselves or someone else with a major illness or medical condition, or making a major investment or financial decision [HR06] . The significant role of online social networks in human interactions motivates our goals of generating a greater understanding of social interactions in online networks through data analysis, the development of reliable models that can predict outcomes of social processes, and ultimately the creation of applications that can shape the outcome of these processes. In this paper, we have presented a preliminary formulation of modeling and analyzing information diffusion, opinion dynamics, and information trends in online social networks.
